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COMPUIERWORLD 


AUTOMATION 


FedEx  Ground’s  highly 
automated  hubs  are 
speeding  up  deliveries 
and  helpingthe  company 

win  market  share. 


ETHERNET 

FABRIC. 

OTHERS  TALK  AROUND  IT  WE  DEPLOY  IT 


Brocade  is  the  only  company  delivering  Ethernet  fabric 
technology  that  enables  cloud-optimized  networks  right  now. 

Brocade  Ethernet  fabrics  deliver  a  flatter  network 
architecture  that  reduces  cost  and  complexity  while  giving 
you  greater  flexibility  to  deliver  applications  anywhere. 

When  the  Mission  Is  Critical,  the  Network  Is  Brocade. 

Learn  more  at  Brocade.com/Everywhere 
#EthernetFabric 


BROCADE 


IBMBIadeCenter«S 
and  HS22  Express 

with  storage  and  networking  from 


*629“ 


Say  hello  to  your  entire  server  room. 

Imagine  if  you  could  consolidate  servers,  storage  and  networking  I/O  into  one  simple  package.  Just  think 
what  would  happen  to  your  IT  operating  costs.  That's  exactly  what  many  midsize  businesses  are  doing. 
They’re  converging  their  IT  infrastructure  on  IBM  BladeCenter  S  and  HS22  servers  featuring  Intel*  Xeon® 
processors.  Through  virtualization,  they’re  reducing  servers  by  up  to85%  and  cutting  energy  and  facilities 
costs  by  up  to  96%,  all  while  actually  improving  performance.^  They’re  enjoying  superior  availability  with 
features  like  redundant  power  and  I/O.  And  they’re  deploying  the  integrated  SAN  capability  for  up  to  $4,900 
less  than  competitive  offerings.^ 


Take  10  minutes  to  see  for  yourself. 

Learn  how  vou  could  achieve  up  to  a  3-month  ROI  on  your  migration  with 


SMARTPHONE  APPS 

New  Mobile  App 
Locates  Low-Cost 
Prescriptions 


Micro 

Burst 


2.6  jobs 


NEWS  ANALYSIS 


The  vehicle  will  also  be  de¬ 
signed  to  work  with  consumer 
electronics  products.  “We  have 
to  make  it  a  place  where  the 


VW’s  ‘Rolling  Lomputers 


Need  Fresh  IT  Insight 


igCompute 
IT  Insight 


The  hroad  parameters  of 
Volkswagen's  plan  match  goals 
set  throughout  the  auto  indus¬ 
try,  he  added,  citing  the  OnStar 
communications  system  in 
General  Motors  vehicles. 

Volkswagen’s  eflfort  to 
realign  its  IT  operation  may 
hice  significant  challenges, 
since  it  comes  at  time  when 
business  units  are  filing  in¬ 
creasingly  liberated  from  IT. 

Forrester  analyst  Sharyn 
Leaver  said  that  many  corpo¬ 
rate  departments  are  hecoming 
empowered  by  the  consumer- 
ization  of  IT.  She  noted  that 
business  operations  now  have 
the  ability  to  quickly  meet 
their  technology  needs  by,  for 
example,  using  cloud-based 


Volkswagen  is  building  a  different  kind  of  IT  organization 
that  can  bring  business  and  IT  together  for  next-generation 
car  development  projects.  By  Patrick  Thibodeau 


VOLKSWAGEN  IS  ON  THE  ROAD  to  building  cars  infused 
crea 

Warren  Ritchie,  CIO  of  Volkswagen  Group  of 
America  in  Herndon,  Va.,  calls  the  next-generation 
Volkswagen  vehicle  “a  rolling  computer.” 

As  part  of  its  effort  to  develop  the  new  cats,  which  Ritchie  said 
will  include  both  products  and  services,  Volkswagen  is  rebuilding 
its  IT  organization  to  make  it  more  integrated  with  the  business 
side  of  the  company. 

The  automaker  aims  to  create  avehicle  that  can  sense  and  diag¬ 
nose  a  built,  recommend  a  fix,  check  on  the 


Leaver  dietcfied  out  the 
problem  being  IT  executives  by 
citing  a  recent  Forrester  survey 
of  some  2,700  business  leaders. 
“The  good  news  is,  there  is  no 

.  questiOTi  that  business  [unit] 

leaders  believe  that  the  future  of 
the  organization  hinges  on  technology,”  she  said,  noting  that  87%  of 
the  survey  respondents  said  technology  is  critical  to  their  operations. 

The  downside,  said  Leaver,  is  that  65%  of  the  respondmts  said 
their  individual  business  units  are  making  technok^  purchases 
directly  —  without  IT  involvement.  For  example,  the  survey 
found  that  many  marketing  professionals  feel  that  IT  doesn’t 

In  an  interview,  Ritchie  acknowledged  the  changing  IT 
landscape  and  said  that  Volkswagen  is  responding  by  creating 
an  IT  team  that  focuses  on  understanding  the  business  and  its 
direction,  and  on  knowing  how  to  architect  technologies  to 
meet  those  needs. 


PHYSICAL 

VIRTUAL 


TREND  MICRO  IS  Ul  IN  SERVER  SECURITY 


Trend  Micro  provides  unmatched  protection  for  servers  wherever  they  are.  According  to  IDC,  a  global  authority 
on  technology  market  trends,  more  companies  use  Trend  Micro  server  security  than  any  other.  Add  to  that  our 
breakthrough  key  management  and  encryption  solution  for  both  public  and  private  clouds,  and  optimized 
protection  for  virtualized  datacenters,  and  it's  easy  to  see  that  Trend  Micro  is  more  than  just  great  security. 
We're  a  business  advantage. 


»  LEARN  MORE  AT  TRENDMICRO.COM/CLOUD 

Securing  Your  Jourmy  to  the  Cloud 


Atrend 

MICRO 


Oracle  Now  Avoiding 
BigAcquisitions 

Analysts  say  the  firm  is  looking  to  fill  gaps  with  small  buys 
while  it  focuses  on  integrating  Sun  Microsystems  and  finishes 
key  Fusion  Applications  development  By  Chris  Kanaracus 


ORACLE'S  gniwth-by-acquisition  strategy  has  slowed 
markedly  this  year,  and  analysts  say  the  firm  is  con¬ 
centrating  instead  on  integrating  Sun  Microsystems 
products  and  personnel  into  the  company  and  finish¬ 
ing  yfork  on  the  long-awaited  Fusion  Applications. 

So  ^  this  year,  the  company's  acquisitions  have  been  limited 
to  picking  up  some  intellectual  property  assets  in  February  from 
privately  held  Ndevr,  a  maker  of  environmental  reporting  and 
analytics  software,  and  acquiring  U.K.-based  Datanomic,  a  small, 
venture-funded  data-quality  vendor,  in  April. 

Sale  prices  were  not  disclosed  in  either  deal,  suggesting  that 
neither  is  material  to  Oracle's  bottom  line. 

In  contrast,  the  company  completed  some  70  deals,  several  of 
which  were  major,  billion-doUar-plus  acquisitions,  between  2005 
and  2010. 

Oracle’s  last  big  acquisition  —  the  $7.4  billion  purchase  of  Sun 
—  closed  in  early  2010.  Since  then,  Oracle  has  been  working  to 
shore  up  Sun’s  hardware  business  and  started  pushing  a  vision  of 
integrated  systems  that  span  horn  disks  to  applications. 

In  the  foreseeable  future,  analysts  expect  that  Oracle  will  con¬ 
centrate  on  acquiring  some  key  tecimoiogies  that  could  improve 


,  likely  to  try  to  fill  boles  with  mobile  tech- 

-J  1  nology  and  social  software  assets.  “There 

III  1^  may  be  a  shift  in  their  portfolio  (strategy] 

to  pick  up  those  things,”  be  said. 

Wang  suggested  that  Oracle  could  take 
a  lo<^  at  emerging  platform-as-a-service 
vendors  such  as  Joyent  or  Engine  Yard 
to  boost  its  mobile  business.  For  social 

h  small  buys  applications,  Orade  has  a  wide  variety 

,  _  /  of  acquisition  choices,  he  added,  among 

ms  and  finishes  them  Iwe  software,  whkh  has  been 

[c  Ksnsrarijc  rumored  to  be  candidate  for  acquisition. 

Wang  said  it's  Ukely  that  Oracle  is 

• . .  interested  in  adding  healthcare  applica¬ 

tions  to  its  software  portfolio,  not  just 
for  electronic  medical  records,  but  also  in  areas  such  as  nurse 
recruiting  and  adverse-event  reporting  for  pharmaceuticals.  The 
healthcare  analytics  tools  would  probably  be  built  on  top  of  its 
core  business  intelligence  stack,  he  said. 

Oracle  may  also  be  looking  to  further  increase  its  growing  em¬ 
phasis  on  hardware.  Last  year,  for  example,  the  company  acquired 
a  to.2%  stake  in  Mellanox,  a  maker  of  InfiniBand  interconnects. 

Also,  while  few  analysts  expect  that  Oracle  will  invest  heavily 
in  professiottal  services  to  compete  with  the  likes  of  Hewlett- 
Packard  and  IBM,  it  could  buy  small,  specialist  systems- 
integration  firms,  particularly  those  that  focus  on  BI  projects. 

An  Oracle  spokeswoman  declined  to  comment  on  the  com¬ 
pany’s  plans. 

But  once  the  company  is  done  integrating  Sun  and  devel¬ 
oping  the  modular  Fusion  Applications,  its  rapid-growth-by- 
acquisition  strategy  could  return.  Observers  note  that  executives 
cited  former  HP  CEO  Mark  H 
$100  billion  business"  as  one  r 
president  last  year.  ♦ 

Kanaracus  is  a  reporter /or  the  ID(  e.  James  Niccolai 

of  the  IDC  News  Service  contribute 


Our  business 
is  to  secure 
your  business. 


ESETNOD32  Antivirus  4 

Fast,  Effective,  Proactive,  Antivirus  and  Antispyware 


Our  award-winning  ESET  NOD32*  Antivirus  is  the  faster,  smarter,  easier-to-manage 
defense  against  Internet  threats  and  the  only  anti-malware  solution  with  ICSA 
certification  for  both  Windows  and  Mac  OS.  With  a  unified  management  console  that 
scales  to  support  small  and  large  business  networks.  ESET  NOD32  delivers  advanced 
proactive  protection  for  allyour  Windows,  Mac  and  Linux  endpoints. 


Call  orvisit  us  online:  866-343-3738 


:.com/macpromo 


Larry 

Bonfante 


This  CIO  coach 
aims  to  teach 
IT  professionals  how 
to  inspire  and  lead. 


what  book  are  you  readinf  now? 

Uotivate  Like  a  CEO:  Communicate 
Your  Strategic  Vision  and  Inspire 
People  to  aat.  by  Suzanne  Bates 

Host  interestfnc  thing  people 
don’t  know  about  you:  In  college. 

I  played  in  a  band  that  opened 
for  Aerosmith. 

What  do  you  do  in  your  spare 
time?  Play  musk.  I  baye  a  band; 
we  play  classic  rock.  I’m  lead  singer, 
and  I  play  guitar. 

What  goal  haw  you  set  to  achieve 
next?  My  real  focus  is  to  really  help 
more  people  reach  their  potential. 


Larry  bonfante,  CIO  o/the  US.  Tennis  Association,  has  shared  his  insight  on 
uihat  it  takes  to  successfully  lead  an  IT  organization,  through  various  speakirig 
engagements,  his  work  with  the  Society  for  Information  Management  and  his  execu¬ 
tive  coaching  practice,  CIO  Bench  Coach.  Bonfante  recently  added  one  more  outlet 
to  the  list:  He  published  his  first  book.  Lessons  in  IT  Transformation;  Technology  Expert 
to  Business  Leader,  in  April.  For  the  past  29  years,  Bonfante  has  held  executive  leadership 
positions  in  various  fields,  including  the  financial,  pharmaceutical  and  nonprofit  sectors.  He 
was  also  one  o/Computerworld's  Premier  too  IT  Leaders  in  2009. 

Vou’w  certain^  been  a  visible  ao,  and  yvu*m  already  shaiwd  ymir  thoughts  puUldy. 

Why  write  a  hook?  This  is  my  second  year  doing  executive  coaching,  and  it’s  become 
obvious  to  me  that  there’s  a  pressing  need  for  leadership  development  for  CIOs  and 

Continued  on  page  12 
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HP  Converged  Infrastructure  ignites  what's  next  with  HP  ProLiant  servers. 

,r  business  Vs/ith  ROI 


Learn  how  HP  Insight  Control  can  help  you  turbocharge  proeJus*  . 
the  white  paper  Gaming  Business  Value  and  ROI  with  HP  /nsigh*  Be 
Monagement  Software  at  hp.com/go/turbochargel2 

HP  ProLiant  BL460c  G7  server 


$4,629  (Save  $507) 


HP  ProLiant  DL380  G7  server 


w 

\\ 

'w 

\ 


# 


$2,674  ($ave  $542) 


UMany  CIOs  come  from  the 
IT  ranks,  where  there’s  an 
emphasis  on  hard  skills,  but 

the  human  element  doesn't 
come  naturally  to  them. 


Continued  from  page  10 

aspiring  CIOs.  I  learned  [to  be  a  CIO]  the  hard  way 
—  by  making  mistakes  and  picking  myself  up  and 
dusting  myself  off  —  but  there  doesn’t  seem  to  be  a  lot 
of  that  kind  of  information  out  there.  So  there’s  a  need 
for  it,  and  I  have  a  desire  to  share  with  people  so  they 
don’t  make  the  same  mistakes.  The  easiest  way  for  me 
to  capture  a  broad  audience  was  in  a  book. 

What  ar«  the  most  common  mistakes  that  IT  leaders 
make?  A  lot  of  ITleaders  are  very  effective  managers 
of  projects  and  technology.  They’ve  got  that  skill  set, 
but  they  don’t  necessarily  have  the  human  dynamics, 
such  as  inspiring  people  with  a  compelling  vision, 
communication  skills,  marketing  skills,  the  ability  to 
effectively  partner  with  their  C4evel  colleagues,  devel¬ 
oping  their  people  —  all  the  human  things  so  critk^ 
for  success  in  the  aist  century.  Many  OOs  come  from 
the  IT  ranks,  where  there’s  an  emphasis  on  haid  skills, 
hut  the  human  element  doesn’t  come  natmally  to  them. 

wtat  do  yoo  moan  by  the  <1iiiman  sMo  Of  IT  loador- 

ship’7  Working  with  people  to  develop  a  shared  vision, 
working  with  your  counterparts  in  the  organization  to 
drive  business  value,  beii^  an  effective  communicator, 
being  an  effective  marketer,  being  an  effective  relation¬ 
ship  manager,  working  to  develop  human  capital  to 
make  sure  they’re  growing  professionally,  partnering 
with  other  professionals.  These  characteristics  aren’t 
intuitive.  It’s  not  something  that  most  people  are  adept 
at  out  of  the  gate. 


is  one  skill  that  CIOs  need  to  call  on  more  than  some 
of  the  others,  and  that  is  to  efectively  maiket  inter¬ 
nally.  People  understand  what  the  chief  marketing 
officer  doK  and  what  the  chief  financial  officer  does, 
but  people  understand  less  what  technology  does 
and  the  criticality  of  technology  in  driving  business 
results.  So  if  you’re  not  an  effective  marketer,  you  lose 
the  ability  to  get  what  you  need. 

You’ve  also  talkMi  about  how  to  Inspire  people.  How 
do  CIOs  go  about  that?  How  do  you  (0  about  that?  I 

think  there  are  two  things.  Most  people  think  inspi¬ 
ration  is  about  having  a  force  of  charisma,  and  that’s 
what  draws  inspiration.  But  for  me,  it’s  less  about 
your  peisonal  charisma  and  more  about  being  able  to 
inspire  pet^le  about  what  the  organization  is  trying 
to  accomplish,  getting  them  excited  about  what  the 
organization  is  trying  to  accomplish,  and  linking  that 
to  their  day-in,  day-out  tasks.  And  getting  to  know 
what  matters  to  their  people.  It’s  not  about  what  gets 
me  excited  but  about  what  gets  you  excited,  and  if  I 
can  tap  into  that,  so  what  gets  you  excited  is  available 
for  you  to  do,  that’s  what  gets  people  inspired. 

What  arc  some  of  the  biggest  ongoing  challenges 
in  your  own  CIO  position?  There  are  so  many  things 
that  you  could  do,  but  you  need  to  be  focusing  on  the 
few  things  that  really  matter  and  putting  your  time 
and  energy  into  the  things  that  matter  most.  So  the 
biggest  challenge  is  focusing  your  resources  on  what 
will  truly  matter  for  the  organization. 

What  does  the  future  hold  for  CIOs  in  general?  I 

think  you’re  going  to  see  the  CIO  position  go  in  two 
directions.  Those  who  focus  on  only  being  technology 
providers,  their  roles  will  be  marginalized,  assumed 
within  the  business  or  go  away  altogether.  However, 
if  you  are  working  to  truly  drive  business  value,  to 
act  as  a  trusted  adviser  to  the  rest  of  the  partners  in 
the  business  organization,  there  is  a  chance  to  have  a 
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A  Magic 
Quadrant 
Speaks  a 
Thousand 
Words. 


Why  is  CommVault  positioned  os  a  leader  in 
the  Gartner  2011  “Magic  Quadrant  for  Enterprise 
Disk- Based  Backup  / Recovery”  Report?* 

The  13,500  customers  worldwide  who  trust  us  to  solve  their  data  management  challenges  could 
answer  this  question  for  you  13,500  different  ways. 

But  if  you  don't  have  time  to  poll  them,  get  the  full  Gartner  report 
and  more  at  commvaulLcom/ITLeaders.  Or,  to  set  up  a  personal 
conversation  about  how  we  can  help  you,  call  Ron  Miiller,  Senior  VP, 

Worldwide  Sales,  at  888-31 1-0365  or  +1-732-728-71 14. 

Bickiip  a  Btcmmy  >  Afcfchw  >  VM  PnmaiiHi  >  DtdiinliciliM  >  Swyitiw  MminW  >  tOacwy  I 
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9  k  OPINION 

PRESTON  GRAUA 

Changing  of  the  Guard: 
MicrosonFallstoNo.3 


Microsoft  can 
resign  itself 
to  being  No.  3 
behind  Apple 
and  IBM,  or 
take  a  cue 
from  those 
that  have 
surpassed  it 


Preston  enila  is  a 

Computeniiorld.com 
contributing  editor 
and  the  author  of 
more  than  35  books, 
including  Now  the 
Internetworks 
(Oue.2006). 


A  YEAR  AGO,  much  was  made  of  the  fact  that  Apple’s  market  value 
had  surpassed  that  of  Microsoft.  At  the  time,  it  was  hard  to  know 
whether  this  was  a  one-ofiF  kind  of  occurrence  —  the  result  of  a  re¬ 
markable  run-up  by  Apple  —  or  a  permanent  shift. 


One  year  later,  it  s  clear  that  the  change  is  perma¬ 
nent,  because  a  ^ipst  fiom  Microsoft’s  past  has  also 
surpassed  it  in  market  value:  IBM.  Yes,  the  company 
Miciosoft  left  for  dead  mote  than  a  decade  ago  now 
has  a  higher  market  value  than  Microsoft. 

What  a  diSerence  a  decade  and  a  half  makes. 
The  last  time  IBM’s  market  value  exceeded  Micro¬ 
soft’s  was  1996.  As  I  write  this,  near  the  end  of 
May  2011,  Apple  is  valued  at  $308.08  billion,  IBM 
at  $205.2  bilhon  and  Microsoft  at  $203.82  billion. 
Meanwhile,  Google  is  within  striking  distance  of 
Microsoft,  with  a  $167.05  billion  market  cap. 

It’s  instructive  to  take  a  look  at  what  Apple  and 
IBM  did  to  surpass  Microsoft,  and  what  Microsoft 
hasn’t  done  as  it  has  dropped  to  the  No.  3  position 
in  terms  of  tech-company  valuation. 

Back  in  its  glory  days,  Microsoft  seemed  to  be 
on  its  way  to  vanquishing  both  Apple  and  IBM. 
Rather  than  competing  in  the  low-margin  PC 
hardware  market,  it  stuck  largely  to  software.  It 
took  the  best  of  what  it  learned  from  Apple  and 
IBM  to  put  together  what  seemed  to  be  an  unstop¬ 
pable  business.  From  Apple  it  learned  how  to 
apply  a  simple,  graphical  user  interfoce  to  an  oper¬ 
ating  system,  and  from  IBM  it  learned  to  focus  its 
efforts  on  businesses.  Apple  couldn’t  compete  in 
the  business  market.  IBM  floundered  so  todly,  it 
gave  up  the  PC  business  altogether. 

So,  what  has  happened  since  then?  Apple  and 
IBM  reinvented  themselves.  Apple  saw  that  its 
future  did  not  lie  solely  on  the  desktop  and  delved 
into  consumer  electronics  with  the  iPod,  iPhone 
and  iPad.  IBM  saw  that  it’s  futuie  lay  in  services  and 


integration,  with  a  dollop  of  high-end  hardware. 
Both  strategies  have  been  remarkable  successes. 

Miciosoft,  meanwhile,  has  greatly  relied  on  the 
same  product  lineup  for  years  —  Windows,  065ce 
and  server  software,  with  a  few  entertainment 
devices  like  Xbox  and  Kinect  thrown  in.  And  it’s 
true  that  it  had  a  smartphone  operating  system 
before  Apple  and  Google,  but  Windows  Mobile  and 
now  Windows  Phone  7  haven’t  gained  any  traction. 
It’s  well  behind  Gooj^e  in  search.  Its  online  division 
has  been  a  cash  sinkhole,  with  no  bottom  in  si^t. 

There  are  two  ways  Microsoft  can  react  to 
being  eclipsed.  One  is  to  resign  itself  to  being 
No.  3  —  or  even  No.  4,  if  Google  jumps  ahead  of 
it.  That  wouldn’t  mean  it  has  no  future:  it  is  still 
immensely  profitable  and  will  be  for  many  years. 
But  it  wiU  become  a  technology  afterthou^t. 

The  other  is  to  take  a  cue  from  Apple  and 
IBM  and  reinvent  itself  —  easier  said  than  done. 
For  Miciosoft,  reinventing  itself  would  mean 
no  longer  relying  on  Windows  as  its  uberbrand. 
Rather  than  tying  everything  back  to  Windows, 
from  mobile  to  online,  it  would  have  to  rethink 
whether  the  Windows  brand  and  look-and-feel 
really  is  suitable  for  mobile  phones,  and  whether 
the  word  “Windows”  has  any  cachet  in  an  online 
world.  Does  anyone  really  know  what  Windows 
Live  means,  for  example?  Or  what  Windows 
Phone  7  has  to  do  with  Windows  on  the  desktop? 

Microsoft  shows  no  signs  of  taking  a  radical 
step  like  that.  But  if  Googfe  surpasses  it  in  the 
market  cap  rankings,  don’t  be  surprised  if  it 
makes  such  a  move.  ♦ 
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cloud  security. 

can  you  see  beyond  the  problem? 
you  can 
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O  SOMEONE  standing 
outside  the  FedEx  Ground 
distribution  hub  in  Ha'gei's- 
town,  Md..  the  package 
deliver)-  business  appears 


On  one  side  of  the  build¬ 
ing,  workers  unload  trucks  full  of  boxes 
and  parcels  that  have  been  picked  up  from 
businesses  and  various  regional  drop-off 
points.  On  the  opposite  side  of  the  building, 
they  load  the  same  packages  —  now  sorted 
by  ZIP  code  —  onto  more  trucks.  The  out¬ 
bound  vehicles  then  head  for  points  north, 
south,  east  arid  west  to  deliver  their  time- 
sensitive  loads  of  small  packages  on  a  speci¬ 
fied  date  —  FedEx  Ground's  specialty  —  to 
destinations  any'where  in  the  continental 
United  States  and  Canada. 


AUTOMATION 


But  if  you  venture  inside  the  cavern¬ 
ous.  warehouse-like  facility,  it's  a  dif¬ 
ferent  story.  First,  there's  the  noise  —  a 
loud  and  steady  hum  from  the  network 


up  to  7,500  packages  an  hour  through  a 
highly  complex  and  thoroughly  automated 
categorizing  and  tracking  prtKcss  that 
involves  a  primary  sort,  a  secondary  sort 


sort 

3.5  million 
packages  a  day 
without  human 
intervention. 
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T  outside  the  FedEx  Ground 
distribution  hub  in  Plagers- 
town,  Md.,  the  package 
delivery  business  appears 
deceptively  simple. 

On  one  side  of  the  build¬ 
ing,  workers  unload  trucks  full  of  boxes 
and  parcels  that  have  been  picked  up  from 
businesses  and  various  regional  drop-off 
points.  On  the  opposite  side  of  the  building, 
they  load  the  same  packages  —  now  sorted 
by  ZIP  code  —  onto  mote  trucks.  The  out¬ 
bound  vehicles  then  head  for  points  north, 
south,  east  and  west  to  deliver  their  time- 


sensitive  loads  of  small  packages  on  a  speci¬ 
fied  date  —  FedEx  Ground's  specialty  —  to 
destinations  anywhere  in  the  continental 
United  States  and  Canada. 


Extreme 


AUTOMATION 

;  But  if  you  venture  inside  the  cavetn- 
1  ous,  warehouse-like  facility,  it’s  a  dif- 
1  ferent  story.  First,  there's  the  noise  —  a 
■  loud  and  steady  hum  from  the  network 
'  of  whizzing  conveyor  belts  that  speed 
I  up  to  7,500  packages  an  hour  through  a 
1  highly  complex  and  thoroughly  automated 
1  categorizing  and  tracking  process  that 
I  involves  a  primary  sort,  a  secondary  sort 


FedEx  Ground’s 
hubs sort 
3.5  million 
packages  a  day 
without  human 
interventiony 
helping  the 
courier  win 
market  share. 

BY  JULIA  KING 
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SERVER  ROOMS  i 

m  5 _ _=r-.,  m 

THAT  REQUIRE 

m  IIP'  -m^AiLA  m 

GPS  NAVIGATION. 


SOLVED. 


have  the  innovative  technology 
I  industry  leader  in  cloud 
alization  Team  can  guide  you 


vmware  + 


PEOPLE 
WHO 
GET  IT 


WEB  HOSTING.  TWICE  AS  SECURE. 


1ft1  nilAL  H 


Double  Security,  Double  Reputability: 


OSTING 


No  other  web  host  offers  as  much  expertise, 
know-how  and  quality  as  1&1: 

l&l  combines  over  20  years  of  web  hosting  experience  with  the  latest  technology 
in  our  high-speed  and  high-performance  American  data  center.  More  than  1,000 
IT  professionals  will  continue  to  develop  our  top  performance  web  solutions  for 
j  years  to  come.  NEW:  1&1  is  pleased  to  offer  double  security  for  your  website 
with  1&1  Dual  Hosting!  AR  at  unbeatably  low  pricesi 

Doubje  Security: 

1&1  Dual  Hosting 

Fast  Global  Network  Connectivity; 

210  GBit/s  Connection 

Top  Performance; 

High-end  Servers 

Environmentally  Responsible: 

100%  Renewable  Energy 

Solid  Technical  Foundation: 

Over  1,000  In-house  Developers 


1-877-GO-1AND1  www.1and1.com 


NEW! 


1&1  DUALUNUMITEO 

■  3  FREE  Domains 

■  FREE  Private  Domain  Registration 

■  UNLIMITED  Web  Space 

■  UNLIMITED  Traffic 

■  UNLIMITED  FTP  Accounts 

■  UNLIMITED  E-mail  Accounts  (2  6B) 

■  UNLIMITED  Mailing  Lists 

■  20  Microsoft*  SQL  Databases 

■  ASP,  .NET,  AJAX,  LINQ,  PHP,  Perl,  SSI 

■  GeoTrust*  Dedicated  SSL  Certificate 

■  NEW!  1&1  SiteAnalytics 

■  99.99%  Uptime 

■  24/7  Toll-free  Customer  Support 


1&1  DUAL 


UNLIMITED 


SI  1.99/month  (24  month  term) 
$12.99/month  (12  month  term) 
$13.99/month  (3  month  term) 
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thing  and  everything  that  can  happen 
at  a  hub,  says  Spangler. 

First,  ledundancy  is  twpiired  fa-  every¬ 
thing.  “Theie  are  dual  ISS  servers,  louteis 
and  core  switches,  and  there  ate  remote 
network  closets  beside  each  sorter,"  Spart- 
gler  notes.  Separate  fiber  networks  run  to 
each  closet  from  the  central  server  room. 

Also,  all  scanners  and  sorting  equip¬ 
ment  send  package  data  directly  to  two 


Headed  by  (M/UtMmsharm  Wee.  a  I2i«ar  veteran  of  FedEx,  the  team 
that  develoiied  FedEx  Ground's  Integrated  Sanation  System  started  vrilh  lour 
I  members-allsoftwareengineers-andgrewtoseven»ttspeak.Attheout- 
set  they  spent  a  lot  of  time  in  hottl  meeting  rooms  surrounded  by  whiteboards. 

"We  wem  through  a  visioning  exercise  during  which  we  sat  down  with  our  business 
partners  and  asked  them  where  they  wanted  sortafion  to  go  for  the  next  five  to  10  years." 

when  new  or  dMerent  rules  were  added  later,  we  were  prepared." 

Working  with  business  partners  across  the  company,  the  team  took  18  months  to  design 
the  system  and  another  two  years  to  build  it  After  that  came  the  roilout  to  S3  FedEx  Ground 
fodlilies.  inckjdbig  32  hubs,  which  took  four  and  a  half  years. 

The  ISS  architecture  has  enabled  FedEx  Ground  to  efficiently  and  quickly  integrate  new 
businesses.  When  i^dEx  Ground  acquired  its  StnartPost  business  -  which  consolidates  high 
vokrmes  of  low-weight  less-tkne-sensitive  packages  for  final  delivery  by  the  Ui  Postal  Ser- 
vice  -  it  needed  to  mte^  various  Postal  Service  processes  and  data. 

•there  were  dillerent  business  rules."  Weis  notes.  But  because  of  the  cornponent-based 
architecture,  the  new  processes  could  be  encapsulated  in  service-based  components  and 
easily  integraled  into  FedEx  Ground's  backbone  ISS. 
in  the  end.  he  says,  "It's  all  about  the  architecture" 


ventional  approach  of  sending  data  to  a 
single  server  with  a  second  server  playing 
backup.  But  it  wasn't  always  this  way.  The 
change  was  made  "because  anything  that 


I  potential  issue,”  Spangler  says.  "So 
oth  servers  have  all  of  the  trans- 
s  all  of  the  time.  We  changed  the 
xmire  to  bring  it  up  another  level." 


1  backup  for  each.  If  there's 
ige  on  the  wired  network, 
to  its  satellite  network. 


Now  that  FedEx  Ground  has  birilt  its  own  system  to  control 
and  manage  sortii^  "we  need  them  to  provide  just  the  materi 
handling  specifics  [and]  the  interface  to  us  in  a  standard  fornu 
Spang^  explains. 

ISS  itself  is  FedEx  Ground's  other  big  differentUtor.  Based  o 
service-oriented  architecture,  the  system  is  made  iq>  of  a  series 
business  process  components,  or  rules,  which  can  be  swapped  ou 


.’tv- 


Sorting  Out  the  Architecture 


1&1  DUAL  HOSTING 


cpri  iRiO 
ft  cavpQI 


More  special  offers 
available  online. 


www.1and1.com 


1&1 
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!T  sliop.  If  they  lost  some  of  their  engineers  or  gained  somt 
nude  us  better  or  worse" 

Now  that  FedEx  Ground  has  built  its  own  system  to  cunt 

handling  s|K‘cifies  [and]  the  interlace  to  us  In  a  standard  fo 
Spangler  explains. 


For  example,  a  larg 
gardless  of  weight  t 
be  configUR'd  on  tl 


How  It  works 

Remarkably,  given 
liseconds.  ISS  w'as 


Sorting  Out  the  Architecture 


'  tw  SP«N6LER,  CH)  o«  Fwtfa  Wiwd,  alls  tlwm  “siwcUil  forces." 

^  Headed  by  Chief  Architea  Shawn  Weis,  a  12-year  veteran  of  FedEx,  the  te, 
I  •  that  devefoped  FedEx  Ground's  Integrated  Sortation  System  started  with  fo 
members  -  all  software  engineers  -  and  grew  to  seven  at  its  peak.  At  the  o 
.  they  spent  a  lot  of  time  in  hotel  meeting  rooms  surrounded  by  whiteboards. 


1&1  DUAL  HOSTING 


SECURE, 


theTABLET 

wave 


MANAGING 


The  policies  that  companies  use  for  smartphones 
can  work  for  tablets,  too.  by  beth  stackpole 

despite  the  specter  of  compliance  with  the  Health  Insurance  Por¬ 
tability  and  Accountability  Act.  Nor  did  he  have  misgivings  about 
useis  loading  the  devices  with  personal  photos  and  music,  or  about 
the  possibility  that  iPad  users  would  need  additional  IT  support. 
While  these  concerns  have  other  IT  shops  scrambling,  the  Re- 


EXEnmvES  started  asKuig  1 1 
for  Apple  iPads  several  months  ago,  CIO  Dick 
Escue  didn’t  miss  a  beat. 

Unlike  many  (rf  his  peers  in  the  healthcare 
industry,  he  had  no  real  qualms  about  securitv. 
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BYOT 


MOBILE  &  WIRELESS 


Tellabs  uses  Afaria  to  enforce  end-to- 

help  with  provisioning,  and  create  a 
sandbox  that  keeps  work-related  appli- 

apps,  which  they  are  allowed  to  load 

Tellabs'  mobility  strategy  will 
enable  the  company  to  accommodate 
other  tablets,  and  to  accept  employee- 
ow'ned  smartphones,  tablets  and  other 
gadgets,  as  long  as  they  are  properly 


loss,  and  wM  is  responsible  for  tech 
support.  (In  general,  Tellabs  sup¬ 
ports  devices  owned  by  the  company; 
employee-owned  devices  are  user- 
supported.) 

Bring  Your  Own  iPad?  Sure! 

Active  Interest  Media  (AIM),  a  pub¬ 
lisher  of  special-inteiest  magazines  and 


Tablet 

Strategies 


Good  Technology  that  enables  the  El 
Segundo.  Calif.-based  company  to  ac¬ 
commodate  employee-owned  devices, 
including  iPads,  other  tablets  and  an 
array  of  smartphones. 

In  addition  to  letting  employees  bring 
their  own  tablets  to  work.  AIM  just  pur¬ 
chased  20  iPads  that  it  lends  to  staffers 
who  are  going  on  business  trips,  so  they 
don't  have  to  bring  their  laptops. 

Good's  enterprise  iPad  app  synchro¬ 
nizes  Microsoft  Exchange  and  Lotus 
Domino  email,  calendar  and  contacts 

and  pushes  that  data  out  to  users,  who  access  it  by  logging  in  with 
a  username  and  password.  It  also  affords  IT  granular  control  over 
things  like  apps  and  corporate  data  access,  according  to  Nelson 
Saenz,  director  of  IT  at  AIM. 

“Bring^your-own  iPads  are  treated  as  any  other  mobile  device, 
just  like  a  phone  would  be,”  Saenz  says.  Users  must  sign  consent 
forms  in  which  they  agree  to  have  the  Good  app  installed  on  their 
devices,  grant  permission  for  remote  wiping  of  their  devices  if 
they're  lost  or  stolen,  and  confirm  that  they  will  abide  by  AIM's 
usage  policies. 

If  things  change,  the  Good  MDM  platform  can  help  enforce 


Re-architect  application 
delivery  mechanisms. 

Coi'stder  setting  up  an 
internal  app  store 


4  Determine  what  levels 
of  support  IT  will  pro¬ 
vide.  Remember  that  the 
level  of  support  may  vary 
depending  on  whether  devices  are 
owned  by  employees  or  the  company. 


policies  as  they  evolve.  For  instance, 
Saenz  says,  “from  a  security  stand¬ 
point,  we  haven’t  felt  the  need  to  put 
stringent  restrictions  on  apps  or  iTunes 
access, imt  if  that  should  change,  it  can 
all  be  done  within  the  Good  console.” 

Delivering  the  Apps 

As  users'  requirements  move  beyond 
email  and  calendar  access  to  productiv¬ 
ity  software  and  other  corporate  tools, 
IT  needs  to  create  a  strategy  for  applica¬ 
tion  delivery.  Conceptus.  a  medical 
device  manufacturer,  has  developed  its 
own  enterprise  app  store  to  distribute 
internal  apps  so  it  doesn't  have  to  worry 


in  a  public  venue,  according  to  Jeff 
Letasse,  Conceptus'  CIO. 

Curremly,  the  internal  app  store 
offers  about  five  applications,  including 


devices  to  access  customer  relationship 
management  and  marketing  support 
applications. 

Conceptus  has  modified  its  usage 
policies  to  allow  employees  to  put  per¬ 
sonal  apps  on  the  devices  —  with  the 
understanding  that  those  apps  might 
have  to  be  remotely  wiped  in  certain 
circumstances  and  that  the  devices 
can't  be  overloaded  with  so  much 

Even  with  ITs  involvement,  there  are  still  gray  areas  where 
end  users  are  in  the  driver's  seat.  Take  upgrades,  for  example. 
Instead  of  having  Letasse's  group  orchestrate  an  operating  system 
upgrade  over  a  period  of  months,  as  it  would  with  PCs  and  laptops, 
Conceptus  allows  iPad  users  to  upgrade  iOS  at  their  leisure  without 
enlisting  IT  and  without  giving  the  group  a  chance  to  test  the  new 
technology  with  enterprise  systems. 

“We  in  the  support  world  are  trying  to  grapple  with  a  loss  of 
control,”  says  Eric  Simmons,  director  of  IT  operations  and  ERP 
solutions  at  Conceptus. 

While  the  team  is  still  hammering  out  its  processes,  it  stays  on 


We  in  the  support  world  are  trying  to  grapple  with  a  loss  of  control. 

ERIC  SIMMONS,  DIRECTOR  OF  IT  OPERAtIQNS  AND  TRP  501UTI0MS.  CONCEPTUS 
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Tellabs  uses  Abria  to  enforce  end-to- 
end  encryption  during  transmission, 
help  with  provisioning,  and  create  a 
sandbox  that  keeps  work-related  appli¬ 
cations  separate  from  users’  personal 
apps,  which  they  are  allowed  to  load 
on  their  iPads. 

Tellabs'  moUlity  strategy  will 


other  tablets,  and  to  accept  employee- 
owned  smartphones,  tablets  and  other 
gadgets,  as  long  as  they  are  properly 


Tablet 

Strategies 


Delivering  the  Apps 

As  users’  requirements  move  beyond 
email  arrd  calendar  access  to  productiv¬ 
ity  software  and  other  corporate  tools, 
IT  needs  to  create  a  strategy  for  applica¬ 
tion  delivery.  Conceptus,  a  medical 


support  w( 


nizes  Microsoft  Exchange  and  Lotus 
Domino  email,  calendar  and  contacts 

and  pushes  that  data  out  to  users,  who  access  it  by  logging  in  with 
a  username  and  password.  It  also  afiords  IT  granular  control  over 
things  like  apps  and  corporate  data  access,  according  to  Nelson 
Saenz,  director  IT  at  AIM. 

“Bring-your-own  iPads  are  treated  as  any  other  mol^  device, 
just  like  a  phone  would  be,”  Saenz  says.  Users  must  sign  consent 
forms  in  which  they  agree  to  have  the  Good  app  installed  on  their 
devices,  grarrt  permission  for  remote  wiping  of  their  devices  if 
they’re  lost  or  stolen,  and  confirm  that  they  will  abide  by  AIM’s 
usage  policies. 

If  things  change,  the  Good  MDM  platform  can  help  enforce 


id  Letasse  is  hoping  that  number  wil 
ricklygrow. 

The  Mountain  View,  Calif.-based 
impany  doesn’t  support  employee- 


Conceptus  has  modified  its  usage 
olkies  to  allow  employees  to  put  per- 
inal  apps  on  the  devices  —  with  the 
nderstanding  that  those  apps  might 
ave  to  be  remotely  wiped  in  certain 


Even  with  IT’s  involvement,  there  are  still  gray  areas  where 
end  users  are  in  the  driver’s  seat.  Take  upgrades,  for  example. 
Instead  of  having  Letasse’s  group  orchestrate  an  operating  system 
upgrade  over  a  period  of  months,  as  it  would  with  PCs  and  laptops, 
Conceptus  allows  iPad  users  to  upgrade  iOS  at  their  leisure  without 
enlisting  IT  and  without  giving  the  group  a  chance  to  test  the  new 
technology  with  enterprise  systems. 

”We  in  the  support  world  are  trying  to  grapple  with  a  loss  of 
control,"  says  Eric  Simmons,  director  of  IT  operations  and  ERP 
solutions  at  Conceptus. 

While  the  team  is  still  hammering  out  its  processes,  it  stays  on 


support  world  are  trying  to  grapple  with  a  loss  of  control. 


AT  A  GLANCE 

Company;  Atlanta-based  Southern 
Co.  is  one  of  the  largest  producers 


DesktoD  Dreams 


Southern’s  high  hopes  for  virtual  desktops  turn  into 

a  learning  experience  with  soft  returns. 

BY  MARY  K.  PRATT 


Then  reality  hit. 

"When  we  originally  went  into  the  pilot, 
we  thought  it  would  be  a  revolution  —  that 
we’d  put  these  machines  out  across  the 
organization  and  we’d  save  a  lot  of  money,” 
says  Steve  Weber,  Southern’s  director  of 
client  services.  “What  1  learned  going 
through  this  is  that  it  wasn’t  teatly  for  the 
revolution,  but  it  had  evolution  aspects.” 

The  company’s  experience  illustrates  the 
complexities  of  desktop  virtualization.  On 
the  one  hand,  IT  leaders  recognize  that  the 
architecture  promises  to  deliver  some  pow¬ 
erful  benefits  and  financial  returns.  On  the 
other,  they’re  learning  that  those  returns 
don’t  come  easily. 

"I  think  it’s  a  n.  jch  better  architecture. 
It’s  more  stable.  It’s  more  secure.  It’s  easier 
to  manage.  And  I  think  it  will  become  the 
preferred  architecture,”  Weber  says.  “But 
the  question  is,  how  do  you  get  there?” 

Southern  is  working  on  the  answer. 

’The  Atlanta-based  energy  company  first 
considered  desktop  virtualization  in  zc)04, 
when  it  started  to  virtualize  its  data  center. 

Continued  on  pqge  30 
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Cloud  by  Van  Gogh,  1890 


Cloud  by  SunGard,  2011 


SUNGARD  AVAILABILITY  SERVICES 


ment  essentially  issues  a  new  PC  every 
time  a  user  logs  on,  the  devices  don't 
retain  viruses  and  other  afflictions. 

However.  Canup  and  Weber  say 
getting  the  right  applications  to  the 
right  emplo>-ees  was  a  challenge: 

some  employees  to  access  the  applica¬ 
tions  they  needed,  Canup  explains. 
"During  the  pilot,  they  found  that  they 


CASE  STUDY 


Continued  from  pi^2S 

Client  services  manager  Mark  Canup  says  the 
coai|>aiiypushedfordaUceiiteTviitualiza- 
ticn  br  the  typical  reasons:  reduced  costs, 
increased  flexibility,  and  lower  energy  use. 

Back  then.  Southern’s  IT  executives 
believed  that  desktop  virtualization  could 
deliver  similar  benefits,  Canup  says.  But 
while  server  virtualization  in  the  data  center 
moved  ahead,  initial  attempts  at  desktop 
virtualization  yielded  few  returns.  That’s 
because  desktop  virtualization  five  or  so  years 
ago  essentially  meant  moving  applications 
off  a  desktop  and  putting  them  on  a  server. 

"You  had  a  PC  tehind  the  dau  center  for  every  thin  client  you 
bad  in  the  field  when  it  first  started  out,  and  you  couldn’t  get 
enough  virtual  desktops  on  one  server  to  make  sense."  Weber  says. 

That  had  changed  by  late  Z009,  when  Southern  decided  to 
launch  a  pilot  desktop  virtualization  project. 

Advances  in  the  technology  and  desktop  brokering  now  let 
desktop  machines  return  to  a  nonpeisistent  state,  allowing  more 
of  the  flexibility  and  management  control  that  IT  was  hoping  for 
from  the  start,  Camrp  says.  ’These  arhrancements  also  reduce  the 
need  Cor  dedicated  server  space  for  each  virtualized  desktop. 


couldn’t  get  to  the  application  or  had  to  re¬ 
install  it  every  time  they  logged  in,”  he  says. 

Weber  says  understanding  each  user’s 
software  needs  was  a  daunting  task. 

Some  workers,  such  as  call  center 
employees,  have  well-defined  jobs  that  use 
only  a  few  specific  applications,  he  says. 

But  others  need  difierent  applications  at 
different  times  and  may  have  some  that 
they  only  use  once  in  a  while.  Putting  those 
people  in  a  virtual  environment  proved 
difficult  because  they  couldn’t  access  the 
applications  they  needed  as  readily  as  they 
could  in  a  tradijional  environment. 

Weber  acknowledges  that  the  IT  staffers  could  take  all  the 
applications  used  in  the  company  —  there  ate  mote  than  2,000, 
although  only  200  or  so  are  used  with  great  regularity  —  and 
write  them  as  Web  applications  that  users  couhj  access  in  a  Web- 
based  virtual  envirorunent. 

“But  the  business  case  to  take  applications  and  write  them 
as  a  Web  applications  isn’t  there,  because  people  would  say,  ‘It’s 
working  today,  so  why  would  I  pay  to  rewrite  it?’ "  Weber  says. 

The  company  declined  to  say  how  much  it  has  invested  in  its 
desktop  virtualization  initiative  or  the  expected  timeline  for  ROI, 


What  I  learned  going 
though  this  is  that  it 

wasnt  ready  for  the 
revolutioDy  but  it  had 

evolution  aspects. 

STEVE  WEBERp  DIRECTOR  OF  CLIENT 
SERVICES.  SOUTHERN  CO. 


flexible,  efficient, 
transformative, 
yes,  we're  talking 
about  the  data  center. 

Cisco's  Unified  Fabric  supports  your  current 
environment  while  making  it  easier  to  meet  new 
requirements  for  virtualized  and  non-virtualized 
workloads.  It  brings  an  open,  evolutionary 
approach  that  provides  architectural  flexibility 
for  the  data  center,  using  "wire-once”  capabilities 
to  simplify  network  management  and  boost 
asset  utilization. 


Now  you  can  quickly  and  efficiently  meet 


ever-increasing  business  demands.  Support 
new  applications  and  legacy  equipment  while 
doing  more  with  less.  Lower  operational  expenses. 
Eliminate  support  cycles  of  your  IT  staff. 

And  the  results  speak  louder  than  words: 

10,000+  Cisco  NX-OS  customers  have  deployed 


Find  out  more  at 
www.cisco.com/go/uf 


toi^ttkeA  we  are 

the  human  network,  cisco. 


Cisco  Unified  Fabric  to  reduce  costs,  enhance 
performance,  and  provide  operational  efficiency. 


Transforming  the  data  center  into  a  more 
flexible  and  efficient  system  is  not  just 
something  to  talk  about-it's  a  reality 
with  Cisco  Unified  Fabric. 


Trouble 

Ticket 


Cloud  Stored  Gets  the  Ax 

.'lOSaE  ; 
safegi' 


ANT  TO  KNOW  what 
keeps  me,  my  omipaiiy  s 
^Ho  security  guy,  awake 
at  night?  Many  things,  1 
can  assure  you,  but  lately 
the  No.  1  threat  to  a  good  night’s  sleq) 
has  been  the  proliferation  of  software  as 


other  data  center  resources,  you  had  to 
purchase  a  server,  unpack  a  box,  roll  the 
new  unit  into  the  data  center,  attach  rail 
kits,  insert  new  drives,  and  add  power 
and  Ethernet.  It  was  the  sort  of  thing 
that  got  noticed,  so  it  was  fairly  easy  to 
make  sure  that  everything  was  done  ac- 


turns  out,  cloud  storage  sites  were  bein; 
accessed  quite  often.  That  was  alarming 
but  when  we  took  a  closer  look,  we  saw 
that  most  of  the  cloud  storage  activity 
involved  personal  photos,  music  and 
videos.  Fine;  cloud  storage  is  ideal  for 
that  sort  of  thii^,  and  it  keeps  all  that 
personal  data  foom  hiding  space  on  o 
servers  via  employees’  network-share 
H:  drives.  But  some  sensitive  data^  in¬ 
cluding  strategic  product  road  maps,  had 
been  transferred. 

Pulling  the  Mug 

That  was  all  I  needed  to  see  to  convince 


f  ^  I  actually  like  the  idea  of  Storing  data  in  the  cloud.  It  sure 
^  %  saves  money,  and  it  offers  quite  a  bit  of  flexibility. 


This  week's  /oumai  is  uriften  byamd 
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They  say  work  smarter,  not  harder.  They 
must  be  using  our  processor. 


The  next  geneiation  of  intelligent  server  processors 
The  Intel*  Xeon*  processor  5600  series  automatically 
regulates  power  consumption  to  combine  industry-leading 
energy  efficiency  with  intelligent  performance  that  adapts 
to  your  workload.  Check  out  the  new  intelligent  features 
of  the  Xeon  5600  at  intel.coinyitcenter. 


SEE  WHAT 
INTELUCENCE 
CAN  DO 


W‘M^ 


Data  Breaches'  Costly  Fallout 


thePonemon 
institute, 
the  average 
costofa 
breach  was 
$7.2  million 
in  2010. 


ATA  BREACHES  are  no  longer  rare  events.  In  recent  high-profile 
breaches,  Vodafone  Australia  made  millions  of  customers’  names, 
addresses,  credit  card  information,  and  driver’s  license  numbers 
fireely  available;  the  Sony  PlayStation  Netwrork  compromised 

useis'  peisonal  data;  and  the  hack  of  email  Government  inquiries.  Following  a  breach. 


77  million  users' personal  data;  and  the  hack  of  em 
marketer  Epsiloa  exposed  customer  data  from  Citi 
bank,  Disney,  Best  Buy,  Kroger  and  other  compani 
Data  security  is  often  considered  an  IT  problen 
But  the  enormous  costs  and  far-ranging  conse¬ 
quences  of  a  breach  are  enterprisewide  concerns 
Breaches  are  expensive,  requiring  extra  staff,  exte 


Although  frequently  overlooked,  indirect  costs 
of  breaches  ate  often  higher  than  direct  costs.  In¬ 
direct  costs  come  in  many  forms,  including  these; 

Staff.  Data  breaches  get  management’s  full  at¬ 
tention,  often  resulting  in  staff  reassignments  and 
delays  on  other  projects.  Breaches  also  distract 
employees,  particularly  when  their  data  has  been 
compromised.  Overall,  IT  productivity  declines. 

Pubic  relatioiis.  After  a  breach,  angry,  fearful 
customers  desperately  seek  information  and  re¬ 
assurance.  Companies  try  to  control  the  damage 
by  issuing  press  releases  or  setting  up  special  call 
centers,  social  networks  and  other  f^ms.  But  few 
customers  defect  even  if  they’re  unhappy.  The  bar  is 
low:  You  only  have  to  be  as  good  as  the  competition. 

Finger-pointing.  Many  companies  want  a  scape¬ 
goat.  During  one  company’s  server  center  renova¬ 
tion,  a  tape  containii^  customer  data  disappeared. 
Security  videos  suggested  that  a  construction 
worker  might  have  hidden  it  in  his  toolbox.  But  the 
vice  president  responsible  for  renovatirms  blamed 
the  aO.  The  CIO’s  counterattack  implicated 
improperly  screened  workers.  When  other  execu¬ 
tives  joined  the  fray,  the  CEO  fired  the  CIO  so  the 


government  agencies  may  launch  probes  of  the 
incident.  The  Federal  Trade  Commission,  the 
FBI  and  the  Secret  Service  have  all  investigated 
recent  breaches.  Responding  to  these  probes 
can  be  time-consuming.  And  you  certainly  can’t 
refuse!  Although  Sony  declined  to  testify  at  House 
subcommittee  hearings  on  the  PlayStation  breach, 
it  has  doubtlessly  invested  significant  resources  in 
legal  preparations,  in  case  it  is  later  subpoenaed. 

Politi^  attacks.  Politicians  like  to  demonize 
individuals,  groups  or  companies.  The  press  and 
social  media  can  magnify  these  political  assaults. 
Sen.  Richard  Blumenthal’s  letter  to  Sony  express¬ 
ing  concern  about  delays  in  notifying  customers 
might  be  just  a  bit  of  political  grandstanding,  but 
Sony  has  to  respond  nonetheless. 

Customer  inconvenience.  When  credit  card 
data  is  compromised,  many  customers  request  (m 
automatically  receive)  new  cards.  Then  customers 
have  to  go  to  the  trouble  of  giving  their  new  card 
numbers  to  all  of  the  merchants  with  whom  they 
have  automatic  payment  plans.  They  may  not  stop 
doing  business  with  the  breached  company,  but 
they  might  use  different  cards  for  future  purchases. 


privacy  and  security  program.  Many  programs 
focus  primarily  (or  exclusively)  on  regulatory 
compliance  and  breach  prevention.  Make  sure 
your  program  also  invests  time  in  creating  and 
publicizing  an  enterprisewide  plan  for  responding 
to  breaches  and  addressing  the  fallout.  Don’t  wait 
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^  5fnart  Choice  for 
Text  Retrieval*  since  1991 

Instantly  Search  Terabytes  of  Text 


Desktop  wMiSpMw 
NePworfc  with  Sphfar 
Publish  (portable  media) 
Vitab  with  Spider 
Engifwfor  Win  &  .NET 


•  API  for  SQL-type  data,  including  BLOB  data 
25+  full-text  and  fielded  data  search  options 


Ask  about 

fully-functional 

evaluations! 


product* 

ftedmond  Magadne 


APIs  for  C++,  Java  and  .NET  through  4.x 

•  Native  64-bit  and  32-bit  Win  /  Linux  APIs;  .NET  Spider  API  cases 
Content  extraction  only  licenses  available _ ^  www 

www.cltSearch.(om  •  i-aoo-rPFiNOS 


Q;  Want  to  r^ach  165,000  readers? 
A:  Place  your  ad  here 


Environmental  Monitoring 

FOR  YOUR  DATA  CENTER 


SHARKTi'NK 


How  to  Reduce  Support  Calls 
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OPINION 


IT  has  been 
branded  as  an 
out-okontrol 
spendthrift  that 
has  made  huge 
mistakes  costing 
businesses 
money  and 
competitive 
advantage. 


Thornton  A.  Hay 

is  the  author  of 
The  New  Know: 
Innovation  Powered  by 
Analytics  and  executive 
director  of  the  IT 
Leadership  Academy 
at  Florida  State  College 
at  Jacksonville.  You 


THORNTON  A.  MAY 

Set  the  IT  Record  Straight 


I  RECENTLY  ASKED  a  group  of  high-performance  CIOs  what  they  saw 
as  the  greatest  threat  to  IT’s  reputation.  One  of  the  most  frequent  re¬ 
sponses  was,  “Our  legacy.”  The  respondents  were  concerned  that  they 
would  be  stymied  in  their  attempts  to  create  value  in  the  future  be¬ 
cause  IT  leaders  had  made  missteps  in  the  past. 


But  is  that  an  accurate  perception  about  IT? 
Somehow,  rr  has  been  branded  as  an  out-of- 
control  ^lendlhrift  that  has  made  bi^  mistakes 
costing  businesses  money  and  competitive  advan¬ 
tage.  And  herein  lies  the  challenge.  Our  past  is 
pooily  understood  and  materially  mistepresented 
in  the  collective  memory  of  the  enterprise.  IT 
leaders  must  set  the  record  straight  Each  of  us  has 
to  aggressively,  eloquently  and  honestly  rewrite  the 
history  of  IT  in  our  oiganizations.  Let  truth  ring  out! 

There  is  no.doubt  that  IT  has  been  tainted  with 
a  false  memory.  My  own  research  with  thousands 
of  executives  in  hundreds  of  cities  corroborates  it. 
For  the  past  three  years,  I  have  been  asking  audi¬ 
ences  at  conferences  all  across  North  America  to 
describe  the  era  we  have  just  left,  the  era  we  are 
in  and  the  era  we  are  about  to  enter.  Inevitably, 
someone  in  the  audience  —  tyjacally  an  IT  prac¬ 
titioner  —  describes  the  preceding  eta  as  one  in 
which  “IT  was  spending  like  drunken  sailors.”  This 
persistent  belief  in  an  era  of  “IT  gone  wild”  is  an 
urban  myth.  Talk  to  IT  leadens  between  45  and  65 
years  old.  They  will  tell  you  that  there  has  never  — 
I  repeat,  never  —  been  a  time  when  enterprise  IT 
was  handed  a  blank  check.  At  no  point  in  history 
will  you  find  record  of  a  CFO  stuffing  Benjamins 
into  an  IT  G-string.  It  just  didn’t  happen. 

To  be  fair,  there  have  been  moments  in  IT 
history  when  the  enterprise  was  predisposed  to 
invest  in  IT,  when  the  executives  in  charge  of 
allocating  capital  have  suspended  their  disbelief 
regarding  estimates  of  payback  on  IT  investments. 


spike  in  the  fortunes  of  vendors.  In  his  forthcom¬ 
ing  book.  Escape  Velocity:  Free  Your  Company’s 
Future  from  the  Pull  of  the  Past,  Geoffrey  Moore 
calls  it  the  “Time  of  the  Great  Happiness.”  And 
who  can  forget  when  the  entire  global  business 
community  was  on  “Web  crack”? 

We  still  await  an  authoritative  historical  ac¬ 
counting  of  these  atypical  moments  in  IT  history. 

1  believe  YaK,  ERP  and  the  dot-com  boom  were 
shaping,  not  defining,  moments.  IT  learned  a  lot 
from  each  of  them  and  moved  ore  And  yet  these 
three  epochs,  though  far  from  representative, 
have  given  rise  to  most  IT  myths  and  anecdotes. 

lust  as  slavery,  America’s  original  sin  inequal¬ 
ity,  was  left  unaddressed  in  the  Declaration  of  In¬ 
dependence,  the  ticking  time  bomb  of  the  general 
business  corttmimity’s  IT  illiteracy  has  been  left 
unaddressed  by  most  IT  histories.  A  quick  case 
in  point:  At  a  Fortune  ao  company  that  arguably 
has  one  of  the  best-run  IT  infrastructures  on  the 
planet,  the  executive  in  charge  of  that  infrastruc¬ 
ture  —  upon  demonstrating  with  decimal-point 
precision  that  he  has  consistently  reduced  IT  unit 
costs  fat  in  excess  of  benchmark  norms  —  is  still 
called  on  the  carpet  for  IT  costs  going  up.  Even 
though  those  cost  itKteases  are  entirely  driven  by 

If  IT  is  to  deliver  its  full  value  to  the  enterprise 
in  the  future  and  silence  its  detractors,  we  must 
slay  the  dragons  of  out  past.  We  have  to  take  a 
larger  role  in  sculpting  the  narrative  of  history 
—  not  with  an  eye  toward  suppressing  altema- 
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Let's  talk  optimizing  applications, 
not  just  servers. 

Windows  Server  is  changing 
the  conversation. 


Windows  Server  Hyper-V  and  System  Center  let  you  manage  your 
infrastructure  as  a  pool  of  computing  resources:  a  private  cloud. 

This  gives  you  control  beyond  virtualization,  letting  you  monitor  application 
performance  and  allocate  computing  power  as  needed,  so  applications 
run  at  their  maximum  efficiency.  The  power  to  control  your  resources, 
rather  than  being  controlled  by  them.  That’s  Cloud  Power. 

Find  out  more  about  our  private  cloud  solutions. 
Microsoft.com/cloud/privatecloud 


Get  the  free 
5  app  from 
http://gettag.mi '  ' 


